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Cybersecurity for 

Industrial Control Systems 
 

 

Over the years, Operational 

Technology (OT) networks have start 

use technology to gain higher 

operational efficiency. This includes: 

running Industrial Control Systems 

(ICS) over IT-based networks; 

outsourcing support to 3rd parties; 

allowing remote connectivity. 

 

While this has created massive 

improvements, it also let in malware 

and cyber-attacks. 

 

To make matters worse, ICS was 

designed to focusing on 

functionality. Security consideration 

was minimal. 

 

We at Dimension Data, together 

with NTT Security, have partnered 

with Fortinet will utilise Nozomi to 

focus on securing ICS. Our focus is to 

help you to keep your operational 

network running and keep the bad 

guys out of your network. 

 

Together, we deliver the first 

complete ICS Cybersecurity solution 

at a global level. Our approach to ICS 

Cybersecurity framework consists of 

3 main phases: 

 

• Gain Visibility on assets deployed 

within the OT network. We do 

this without interrupting the 

operation of your organisation. 

We will passively monitor your OT 

network to identify connected 

assets and devices. 

The technology from Nozomi 

provides deep understanding of 

ICS protocols. This results in a 

detailed identification of OT 

assets and activities. 

 

These activities are then analysed 

by Fortinet to determine if these 

assets and activities are harmful. 

This step is crucial because 

manual process will not be able to 

analyse all the assets and 

activities. 

 

The result of this phase is a 

comprehensive inventory list, and 

deep knowledge of normal and 

abnormal activities within the OT 

network. 

 

• Understand Risks associated with 

the assets and activities. We will 

analyse the findings from the 

previous phase to: 

ꟷ Identify the impact of the 

harmful activities to your 

business operation; 

ꟷ Uncover potential areas where 

malware and cyber-criminals 

can enter the OT network; 

ꟷ Identify steps to remediate the 

cybersecurity risks; and 

ꟷ Recommend a prioritised 

technical roadmap. This 

roadmap will be customised to 

your organisation, and can be 

implemented immediately. 

These analyses will be carried out 

by ICS Cybersecurity SME from 

NTT Security. 

 

• Deploy Architecture that will 

identify and defend your OT 

network against malware and 

cybersecurity attacks. This 

includes: 

ꟷ Secure remote access for 

external contractors, non-

dedicated laptops, and from IT 

network. Through secure 

remote access, we can: 

o Verify connection came 

from a trusted source and 

user; 

o Inspect and block harmful 

files; and 

o Record all commands and 

activities executed. 

ꟷ Network isolation and 

segmentation to reduce the 

impact of an eventual 

cybersecurity breach. 

ꟷ Advanced threat detection 

that includes stealth attacks 

like Advanced Persistent 

Threat (APT) or state-

sponsored attacks. 

ꟷ Server and endpoint lockdown 

to prevent unauthorised 

program (e.g. malware) from 

running. This can be applied to 

endpoints and servers like 

Engineering Workstations or 

HMI. This is an effective way 

to ensure only good program 

to run. 

Complete ICS Cybersecurity 

solution at a global level 
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We understand that managing these technologies and monitor for OT-specific threats can be challenging. That’s 

why we have built an OT Secure Operating Centre (OT-SOC) that will make these tasks easy. 

 

Our Managed Security Services (MSS) will maintain and keep these technologies running, and will help you to 

identify any threats targeting your OT network. As a result, you can focus on running your operations, without 

worrying about security.  

 

 
 

Our approach to ICS Cybersecurity 

Designed to demonstrate quick success with the minimal interruption to your operation 

 

 

Benefits to you: 

• Zero-downtime approach that will ensure your operation remains unaffected while we improve your OT 

network; 

• Listing of assets and activities within your OT network; 

• Understanding of risk that is relevant and specific to the ICS; 

• Clear plan that can be implementation to quickly; 

• Purpose built tools that fully understands your environment; 

• Outcome based solution that makes all these simple. 

 

 

Experience providing MSS to IT and 

OT networks. With dedicated OT 

specialist in major continents. 

 

Every year, NTT Security analyse 3.5 

trillion logs, respond to 6.5 million 

alerts, and manages 170,000 

devices. All through its 9 SOCs 

around the world, each operating 

24x7. 

Fortinet provides the infrastructure 

security to defend the OT network. 

 

It has invested heavily into OT-

specific personnel and product 

development to ensure it can 

support ICS. 

 

Fortinet Security Fabric is the 

technological glue for the solution. 

Nozomi Networks provides the 

technology to perform deep 

discovery discover and understand of 

OT assets. 

 

It is tightly integrated into Fortinet 

technology and can be used by NTT 

Security to provide quick and 

accurate threat identification and 

response. 


